Anomaly detection in VHF radar measurements
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Abstract— The present work develops a new aspect in the use of
HF radar as a tool for real time operational oceanography. We
propose to implement new algorithms for detecting anomalies
(outliers) on VHF radar data. Perspectives of such work are
to detect changes in sea surface, such as ship or oil pollution.
In this preliminary work, no information are given about the
anomalies we are looking for. We propose to study new detection
methods based on Support Vector expansion to perform a
binary separation between observations. This technique is well
adapted to HF radar observations that are never statistically
representative but give a good temporal resolution.

I. INTRODUCTION

Remote sensing by shore based High Frequency (HF) and
Very High Frequency (VHF) radars (typically between 5 and
50 MHz) is an important tool to improve monitoring of coastal
environment. Since Crombie’s study on the backscattering of
radio waves by the ocean surface [1], the principles underly-
ing the HF Doppler radar techniques have been investigated
theoretically [2] [3]. This concept of measurement received
considerable attention in coastal oceanographic experiments
[4] [5]. Propagation is mainly done by ground wave propa-
gation and measurements are achieved through the Doppler
spectrum of the measured backscatter. HF radars are able
to estimate, in quasi real time, sea surface current velocity,
wave spectrum and wind direction. Their main advantage is
to provide measurements over a large scale, with high spatial
(600 meters down to 150 meters) and temporal resolution (one
measurement every 30 minutes, down to 10 minutes).

This concept of measurement takes into consideration the
physical interpretation of the Doppler spectrum (oceano-
graphic parameters such as sea surface currents, sea states,
wind). This makes use of assumptions and theoretical models
for extractions of the parameters. Our approach does not
take into consideration the physical meaning of the Doppler
spectra, but similarities between the spectra. This new aspect in
data processing is useful before or in complement of existing
algorithm developed to extract ocean parameters. It makes use
of temporal resolution in HF radar data.

Anomalies in HF radar Doppler spectrum may be consid-
ered as a specific novelty detection (outliers identification)
problem. A new detection method, based on Support Vector
Machine (SVM) expansion to perform a binary separation
between observations is developed. In this paper, we describe
implementation of new algorithms for detecting anomalies
(outliers) in the Doppler spectrum. The strategy is to use
HF radar high temporal resolution, to detect changes in

the Doppler spectrum, and to provide an automatic tool for
anomaly detection without any physical interpretation of the
Doppler spectrum. Perspectives are to develop a new aspect in
the use of HF radar measurements as a real time operational
oceanography tool, particularly for littoral surveillance (ships,
oil spill detection).

To test this new approach, and due to the absence of oper-
ational data containing oil spill, we used measurements from
the VHF Courants Océaniques de Surface MEsurés par Radar
(COSMER) system acquired during the program Evaluation et
Prévision des conditions d’Environnement Littorales (EPEL),
supported by the French naval hydrographic and oceano-
graphic service (Service Hydrographique et Océanographique
de la Marine, SHOM) [6] [7]. A description of the VHF radar
measurement principle is done in section II. In section III,
we present the approach of SVM algorithm and kernel-based
detection. Then, in section IV, we focus on the algorithm
applied in case of anomaly in the Doppler spectrum such as
ship echo’s used as an example in this preliminary work for
training the selected kernel.

II. VHF RADAR MEASUREMENTS

A number of important properties of the ocean wave spec-
trum can be obtained by looking at the Doppler spectrum of the
backscattered radar HF signal. Ground wave radar energy is
backscattered from the moving ocean by surface gravity ocean
waves. First order scatter from specific spectral components
of the ocean wave field produces the dominant contribution.
These components, termed “Bragg waves”, have a wavelength
of one half the radar wavelength M4, and move radially
toward or away from the radar station (“Bragg resonant scat-
tering” principle). The echo Doppler spectrum (fig.1) consists
of two distinct peaks, resulting from the wave components,
symmetrically positioned about the radar frequency. These
peaks are displaced according to the phase velocity of the
ocean waves:

vy =1/ % (1)

where k = 27/ is the wavenumber for the ocean waves and
g is the acceleration due to gravity.

In the absence of ocean currents, the Doppler frequency shift
always occurs at a known position that depends only on the
radar transmitter frequency. This is termed “Bragg frequency”:
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where k4. is radar wave vector pointing in backscattered sea
surface.

If a surface current is present, these peaks are shifted in
frequency from their theoretical position (fp) by an amount
Af. This shift is related to the radial component of the
effective surface current Av:

Av = ’\% Af 3)
where a positive (respectively negative) value for the velocity
means that the target is departing from (respectively approach-
ing) the radar station. The ratio between the intensities of the
two first order echoes depends strongly on the direction of the
wind over the ocean. So, the radial current velocity, extracted
from the Doppler frequency of the strongest first order echo, is
usually taken as the actual radial current velocity. The surface
vector current is estimated by combining the components
along two radar beams coming from two radar stations.

The rest of the power spectrum comprises a continuum,
referred to as the second order part of the spectrum and a noise
floor. The second order sea echoes carry the information on
ocean waves and sea state. They are due to higher order scatter,
the greater part of which arises from second order interaction
between two ocean waves components constituting the total
ocean wave field. Several approaches have been developed
to provide a theoretical formulation for relating the Doppler
spectrum of the backscatter cross section to the complete ocean
wave directional spectrum. Inversion methods of the nonlinear
integral equation are developed to estimate ocean wave spectra
(4] [8].

This concept of measurement has been used for many
years. In this study, we used VHF COSMER data. This
system has been developed by the Laboratoire de Sondages
Electromagnétiques de I’Environnement Terrestre (LSEET,
France) [6]. It includes two pulsed Doppler radars (respectively
45MHz and 47.8MHz) to map coastal sea surface currents
over a large area, of about 25km by 25km. During EPEL
program, this system has been deployed in operational mode
with a radial resolution of 600m and a beam width of 13°
(linear phased array of 8 antennas) [7]. Radar measurements
were acquired continuously during 28 days, providing one set
of derived parameters (namely an average spectrum) every
30 minutes. The radar data obtained after real time signal
processing consist of the 256 points Doppler spectra (Fast
Fourier Transform (FFT) algorithm [9]). These spectra are
given for all ranges and azimuth, so called radar images. The
database contains 2688 radar images, issued from the two radar
stations. For this study, the dimensions of the radar images are
range, azimuth and spectral points (typically 41x8 pixels).

III. ANOMALY DETECTION ALGORITHM

Kernel technique, such as SVM is among the most powerful
nonparametric tool for classification, regression and novelty
(outliers) detection. Complete mathematical formulation can
be found in [10] [11].
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Fig. 1. Typical radar sea echo spectrum from VHF COSMER radar
(EPEL program) showing the Doppler-shifted peaks away from the theoretical
position of the radar Bragg peaks.

A. Principle

One basic approach to novelty detection is based on es-
timating the support of the data, the domain in which most
of the data are. Samples that fall outside of the domain are
declared to be outliers. Therefore, the problem is considered
to be one of “single class problem”: either data values belong
to the data domain, else they are outliers. Since the data are
unlabeled, this technique is an “unsupervised learning”. Thus,
the geometric approach tries to estimate a function f, which
is supposed to be positive when the data are in the region or
negative on the complement.

Suppose that a set of training vectors X = z1,.., T, i
available in the input space, denoted x , where m is the number
of observations. Each z; is supposed to be “support vector”: it
will be used as a support to determine a separating hyperplane
characterized by the normal vector w. Then, the detection
function is defined by comparing the data to the separating
plan such that

f(x) = <w,r > —p,

flx)>0
flz) <0

if x is similar to y,
if « is not similar to ¥, @4

then considered as an outlier.

where w is the normal vector, p is an offset and < -,- > is
the dot product (also referred to as inner product or scalar
product). The hyperplane is defined by its parameters:

<w,x>-—-p=0 %)
B. Kernel-based detection

The strategy of the parametric approach is to map the data
into the feature space corresponding to the kernel k(z,z;),
and to separate them from the origin with a maximum range.
This method is used to simulate a non-linear projection of
the data from a higher dimension space (feature space) where
linear separability may be achieved. Computation can be done
without an explicit form of the projection, but only with the
kernel corresponding to the dot product between projections
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[12] [13]. Thus the decision function is transformed into a
kernel expansion:

flz,a)= Zaik‘(x,xi) —p (6)

To define the hyperplane, Lagrangian multipliers « are
introduced, such that they are non-zeros only for the support
vectors. We obtain the dual problem:

o1
minimize 7 E a;ok(x;, x;)
ij

. 1
subject to 0 < a; < e Zoév: =1
7

where v acts as a parameter linked to the selectivity of
“abnormal” detection.

The value f(x) is determined by evaluating in which side of
the hyperplane a new observation x falls in the feature space.

C. Kernel for Doppler spectrum

Every kernel that satisfies Mercer’s conditions [10] can be
considered as an eligible kernel. Examples of classical kernels
are given in [11]. To study similarities between the spectra, we
used Spectral Angle (SA) kernel, which is defined in order to
measure the spectral difference (or similarity in the spectrum
shape) between z and y. Spectral Angle 6(x,y) for z, y € x
is defined by:

<z,y>
0(x,y) = arccos =5y~ (7
lyl

Then, the spectral kernel is defined in a similar way as the

well known Gaussian Radial Basis Function (RBF) kernel by:
k(z,y) = e 0@y (8)

This Spectral Angle kernel is robust to differences of the
overall energy and has already been applied in hyperspectral
data for classification purpose [14].

I'V. ILLUSTRATION WITH SHIP ECHOES

The target is modeled with its Radar Cross Section (RCS)
and Doppler shift, caused by the radial component of its
velocity. Large ships with significant RCS can exhibit strong
returns that are clearly apparent within the Doppler spectrum
[15]. Unlike the position of the first-order ocean echo within
the Doppler spectrum (Bragg frequency), the position of the
ship echo’s peak is proportional to the radar carrier frequency.

In this preliminary work, no information is given about the
anomalies we are looking for. Nevertheless, in order to test the
training of the kernel, we chose a situation where the Doppler
spectrum contained a peak due to ship. Ship detection requires
specific processing on the data [16] [17], particularly when the
ship echo’s peak is close to the Bragg peak. The purpose here
is to focus on an “abnormal” spectrum, containing a peak due
to ship echo. An example of ship echo is given in fig.2. To
illustrate preliminary result in novelty detection, fig.3 shows
the position of the ship echo’s detected by the algorithm. It
is represented on a sea surface current map, acquired during
EPEL program by VHF COSMER radar.
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Fig. 2. Radar sea echo spectrum from VHF COSMER radar (EPEL program)
showing the Doppler-shifted peaks away from the theoretical position of the
radar Bragg peaks and showing peak due to ship echo (on the left).
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Fig. 3. Illustration of ship echo detected as an outlier by the algorithm in

the radar image, reported on sea surface current map (VHF COSMER radar,
EPEL program).

V. CONCLUSION AND PERSPECTIVES

The objective of this study is to provide a real time tool
in operational coastal monitoring. In this preliminary work,
we have validated the use of kernel-based anomaly detection
to process in Doppler frequency spectrum with no physical
meaning. Works still have to be done in order to detect
oil spill in terms of anomalies in the spectrum. This way,
oil spill should be considered as anomaly. In this case, the
difficulty remains in choosing the appropriate kernel, which
can characterize changes that can occur in the ocean wave
directional spectrum or in the Doppler spectrum. Perspectives
are to find the appropriate kernel, which can integrate the
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effects induced by the presence of oil spill.
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